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Legal Information

© 2022 Hangzhou Hikvision Digital Technology Co., Ltd. All rights reserved.

About this Manual

The Manual includes instructions for using and managing the Product. Pictures, charts, images and
all other information hereinafter are for description and explanation only. The information

contained in the Manual is subject to change, without notice, thurmware updates or other

reasons. Please find the latest version of this Manual at the Hikvision website
(https://www.hikvision.com/).

Please use this Manual with the guidance and assistance of professi@aégtin supporting the
Product.

Trademarks

HIKVISION and other Hikvision's trademarks and logos are the properties of

Hikvision in various jurisdictions.
Other trademarks and logos mentioned are the properties of their respective owners.

HEIITII : The terms HDMI and HID HighDefinition Multimedia Interface, and the HDMI

FINITION MULTIMEDIA INT

Logo are trademarks or registered trademarks of HDMI Licensing Administrator, Inc. in the United
States and other countries.

Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THIS MANE_PAR@DIDCT
DESCRIBED, WITH ITS HARDWARE, SOFTWARE AND FIRMWARE, ARE PROVIDED "AS I1S" ANL
"WITH ALL FAULTS AND ERRORS". HIKVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIE
INCLUDING WITHOUT LIMITATION, MERCHANTABILITY, SATISFACTORY QUALITY, OR FITNES
A PARTICULAR PURPOSE. THE USE OF THE PRODUCT BY YOU IS AT YOUR OWN RISK. IN NC
WILL HIKVISION BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR I
DAMAGES, INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUS
INTERRUPTION, OR LOSS OF DATA, CORRUPTION OF SYSTEMS, OR LOSS OF DOCUMENTAT
WHETHER BASED ON BREACH OF CONTRACT, TORT (INCLUDING NEGLIGENCE), PRODUCT
LIABILITY, OR OTHERWISE, IN CONNECTION WITH THE USE OF THE PRODUCT, EVEN IF HIK\
HAS BEEN ADVISHBDTBIE POSSIBILITY OF SUCH DAMAGES OR LOSS.

YOU ACKNOWLEDGE THAT THE NATURE OF THE INTERNET PROVIDES FOR INHERENT SECI
RISKS, AND HIKVISION SHALL NOT TAKE ANY RESPONSIBILITIES FOR ABNORMAL OPERATIC
PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROMCKBEARCKER ATTACK,

VIRUS INFECTION, OR OTHER INTERNET SECURITY RISKS; HOWEVER, HIKVISION WILL PRO
TIMELY TECHNICAL SUPPORT IF REQUIRED.

YOU AGREE TO USE THIS PRODUCT IN COMPLIANCE WITH ALL APPLICABLE LAWS, AND YOl
SOLELY RESPONSIBLE FOR ENSURING THAT YOUR USE CONFORMS TO THE APPLICABLE L
ESPECIALLY, YOU ARE RESPONSIBLE, FOR USING THIS PRODUCT IN A MANNER THAT DOEHC
INFRINGE ON EHRIGHTS OF THIRD PARTIES, INCLUDING WITHOUT LIMITATION, RIGHTS OF
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PUBLICITY, INTELLECTUAL PROPERTY RIGHTS, OR DATA PROTECTION AND OTHER PRIVAC
YOU SHALL NOT USE THIS PRODUCT FOR ANY PROHIBSEH) IRKDUDING THE

DEVELOPMENT OR PRODUCTIGWEAPONS OF MASS DESTRUCTION, THE DEVELOPMENT OR
PRODUCTION OF CHEMICAL OR BIOLOGICAL WEAPONS, ANY ACTIVITIES IN THE CONTEXT F
TO ANY NUCLEAR EXPLOSIVE OR UNSAFE NUGKEAR EUBR IN SUPPORT OF HUMAN

RIGHTS ABUSES.

IN THE EVENT OF ANY CONFLETYEEN THIS MANUAL AND THE APPLICABLE LAW, THE
LATTER PREVAILS.
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Regulatory Information

FCC Information

Please take attention that changes or modification not expressly approved by the party
responsible for compliance could void the user's authoritgperate the equipment.
FCC compliance: This equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interéace in a residential installation. This equipment
generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications.
However, there is no guantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to cotnect t
interference by one or more of the following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the recesrer i

connected.

Consult the dealer or an experienced radio/TV technician for help.

FCC Conditions
This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:
This device may not cause harmful interference.
Thisdevice must accept any interference received, including interference that may cause
undesired operation.

EU Conformity Statement

This product and if applicable- the supplied accessories too are marke

c E with "CE" and comply therefore with the applita harmonized
European standards listed under the EMC Directive 2014/30/EU, LVL
Directive 2014/35/EU, the RoHS Directive 2011/65/EU.

2012/19/EU (WEEE directive): Products marked with this symbol can
be disposed o&s unsorted municipal waste in the European Union. Fc
K proper recycling, return this product to your local supplier upon the
purchase of equivalent new equipment, or dispose of it at designated
I collection points. For more information see:
http://www.recyclethis.info .
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2006/66/EC (battery directive): This product contains a battery that
cannot be disposed of as unsorted municipal waste in the European
Union. See the product documentation for specific batterginfation.
The battery is marked with this symbol, which may include lettering tc
indicate cadmium (Cd), lead (Pb), or mercury (Hg). For proper recycli
return the battery to your supplier or to a designated collection point.
more information seehttp://www.recyclethis.info.

Industry Canada ICH®3 Compliance
This device meets the CAN I€EE@)/NMB3(A) standards requirements.
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Applicable Model

This manual is applicable to the following models.

Tablel-1 Applicable Model

Series

Model

DS7200HGHK1

DS7216HGHK1

DS7200HGHK?2

DS7216HGHK2

DS7224HGHK?2

DS7232HGHK?2

DS7100HQHK1

DS7104HQHK1

DS7108HQHK1

DS7116HQHK1

DS7200HQHK1

DS7204HQHK1

DS7208HQHK1

DS7216HQHK1

DS7200HQHK1/SSD

DS7204HQHK1/SSD(512G)

DS7204HQHK1/SSD(1T)

DS7200HQHK2

DS7208HQHK2

DS7216HQHK2

DS7224HQHK?2

DS7232HQHK?2

DS7200HQHK/P

DS7204HQHK1/P

DS7208HQHK2/P

DS7216HQHK?2/P

DS7300HQHK4

DS7304HQHK4

DS7308HQHK4

DS7316HQHK4

DS7324HQHK4

DS7332HQHKA4

DS8100HQHKS

DS8124HQHKS
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Series

Model

DS8132HQHKS

DS7200HUHK1

DS7204HUHK1

DS7208HUHK1

DS7200HUHK1/E

DS7204HUHK1/E

DS7208HUHK1/E

DS7200HUHK?2

DS7204HUHK?2

DS7208HUHK?2

DS7216HUHK?2

DS7200HUHK2/SSD

DS7208HUHK2/SSD

DS7200HUHK/P

DS7204HUHK1/P

DS7208HUHK2/P

DS7216HUHK2/P

DS7300HUHKA4

DS7304HUHK4

DS7308HUHKA4

DS7316HUHKA4

DS7324HUHKA4

DS7332HUHKA4

DS8100HUHKS

DS8108HUHKS

DS8116HUHKS

DS8124HUHKS

DS8132HUHKS

DS9000HUHKS

DS9008HUHKS

DS9016HUHKS

DS9024HUHKS

DS9032HUHKS

DS7200HTHK1

DS7204HTHK1

DS7200HTHK2

DS7204HTHK2

DS7208HTHK2

DS7200HTHK2/SSD

DS7204HTHK2/SSD

Vi
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Series Model
DS7300HTHKA4 DS7316HTHKA4
DS8100HTHKS DS8116HTHKS
DS9000HTHKS DS9016HTHKS
iDS7200HQHK1/2S iDS7204HQHK1/2S
iIDS7200HQHK/4S iDS7208HQHK1/4S
iDS7216HQHK1/4S
iIDS7200HQHK/4S iDS7208HQHK?2/4S
iDS7216HQHK?2/4S
iDS7204HQHK1/2S(B)
iDS7200HQHK1/S(B) iDS7208HQHK1/4S(B)
iDS7216HQHK1/4S(B)
iDS7208HQHK2/4S(B)
iDS7200HQHK?2/4S(B)
iDS7216HQHK2/4S(B)
iDS7204HUHK1/4S
DS7200HURK/4S iDS7208HUHK1/4S
iDS7204HUHK?2/4S
iDS7208HUHK?2/4S
iDS7204HUHK1/4S(B)
iDS7208HUHK1/4S(B)
iDS7200HUHK/4S(B)
iDS7204HUHK?2/4S(B)
iDS7208HUHK?2/4S(B)
iDS7300HUHKA4/16S iDS7316HUHKA4/16S
iDS9000HUHKS8/16S iDS9016HUHKS8/16S
iDS7204HQHM1/S
iDS7200HQHM1/S iDS7208HQHM1/S
iDS7216HQHM1/S
iDS7204HQHM1/FA
iIDS7200HQHM1/FA iDS7208HQHM1/FA
iDS7216HQHM1/FA

Vii
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Series Model
iDS7208HQHM2/S
iDS7200HQHM2/S iDS7216HQHM2/S
iDS7232HQHM2/S
. iDS7208HQHM2/FA
iDS7200HQHM2/FA
iIDS7216HQHM2/FA
iDS7204HUHM1/S
iDS7200HUHM1/S
iDS7208HUHM1/S
iDS7204HUHM1/FA
iDS7200HUHM1/FA
iDS7208HUHM1/FA
iDS7204HUHM2/S
iDS7200HUHM2/S iDS7208HUHM2/S
iDS7216HUHM2/S
iDS7204HUHM2/FA
iDS7200HUHM2/FA
iDS7208HUHM2/FA
iDS7316HUHMA4/S
iDS7300HUHIMA4/S
iDS7332HUHM4/S
iDS7316HQHMA4/S
iDS7300HQHMA4/S .
iDS7332HQHMA4/S
iDS8100HQHMS8/S iDS8116HQHMS/S
. iDS9016HUHMS/S
iDS9000HUHMS/S .
iDS9032HUHMS/S
iDS9032HQHMS8/S iDS9032HQHMS8/S

viii
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Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description

&Danger Indicates a hazardous situation which, if not avoidei, or could
result in death or serious injury.

&C tion Indicates a potentially hazardous situation which, if not avoided,
autio could result in equipment damage, data loss, performance
degradation, or unexpected results.

E@Note Provides additional informain to emphasize or supplement
important points of the main text.
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Safety Instruction

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or eneuser.
In the use of the product, you must bestrict compliance with the electrical safety regulations
of the nation and region.
Firmly connect the plug to the power socket. Do not connect several devices to one power
adapter. Power off the device before connecting and disconnecting accessories rgsttepas.
Shock hazard! Disconnect all power sources before maintenance.
The equipment must be connected to an earthed mains seokéet.
The sockebutlet shall be installed near the equipment and shall be easily accessible.

% indicates hazardous livend the external wiring connected to the terminals requires
installation by an instructed person.
Never place the equipment in an unstable location. The equipment may fall, causing serious
personal injury or death.
Input voltage should meet the SELV (Satextra Low Voltage) and the LPS (Limited Power
Source) according to the IEC62368.
High touch current! Connect to earth before connecting to the power supply.
If smoke, odor or noise rise from the device, turn off the power at once and unplug the power
cable, and then please contact the service center.
Use the device in conjunction with an UPS, and use factory recommended HDD if possible.
This product contains a coin/button cell battery. If the battery is swallowed, it can cause severe
internal burns inust 2 hours and can lead to death.
This equipment is not suitable for use in locations where children are likely to be present.
CAUTION: Risk of explosion if the battery is replaced by an incorrect type.
Improper replacement of the battery with an incootetype may defeat a safeguard (for
example, in the case of some lithium battery types).
Do not dispose of the battery into fire or a hot oven, or mechanically crush or cut the battery,
which may result in an explosion.
Do not leave the battery in an extreely high temperature surrounding environment, which
may result in an explosion or the leakage of flammable liquid or gas.
Do not subject the battery to extremely low air pressure, which may result in an explosion or
the leakage of flammable liquid or gas.
Dispose of used batteries according to the instructions.
Keep body parts away from fan blades and motors. Disconnect the power source during
servicing.
Keep body parts away from motors. Disconnect the power source during servicing.
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Preventive and Cautioary Tips

Before connecting and operating your device, please be advised of the following tips:
The device is designed for indoor use only. Install it in aweellilated, dustfree environment
without liquids.
Ensure recorder is properly secureda rack or shelf. Major shocks or jolts to the recorder as a
result of dropping it may cause damage to the sensitive electronics within the recorder.
The equipment shall not be exposed to dripping or splashing and that no objects filled with
liquids shdl be placed on the equipment, such as vases.
No naked flame sources, such as lighted candles, should be placed on the equipment.
The ventilation should not be impeded by covering the ventilation openings with items, such as
newspapers, tableloths, curtans, etc. The openings shall never be blocked by placing the
equipment on a bed, sofa, rug or other similar surface.
For certain models, ensure correct wiring of the terminals for connection to an AC mains supply.
For certain models, the equipment has bedgsigned, when required, modified for connection
to an IT power distribution system.
identifies the battery holder itself and identifies the positioning of the cell(s) inside the
battery holder.
+ identifies the positive terminal(s) of equipment whiclused with, or generates direct
current. + identifies the negative terminal(s) of equipment which is used with, or generates
direct current.
Keep a minimum 200 mm (7.87 inch) distance around the equipment for sufficient ventilation.
For certain models, emse correct wiring of the terminals for connection to an AC mains supply.
Use only power supplies listed in the user manual or user instruction.
The USB port of the equipment is used for connecting to a mouse, keyboard, USB flash drive, or
Wi-Fi dongle on.
Use only power supplies listed in the user manual or user instruction.
Do not touch the sharp edges or corners.
When the device is running above 45 °C (113 F), or its HDD temperature in S.M.A.R.T. exceeds
the stated value, please ensure the deviceuisning in a cool environment, or replace HDD(S)
to make the HDD temperature in S.M.A.R.T. below the stated value.

Xi
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Chapter 1 Basic Operation

1.1 Activate Your Device

1.1.1 Default User and IP Address
Default administrator account: admin.

Default IPv4 address: 192.168.1.64.

1.1.2 Activate via Local Menu

For the firsttime access, you need to activate the device by setting an admin password. No
operation is allowed before activation. You can also activate the device via Web Browser, SADP or

Client Software.

Steps
1. Enter the admin password twice.

admin

RRRRNERRES

= Weak

L2 & 2. 5.3 & & 3

Export GUID
Security Question Configuration

Reserved E-mail Settings

OK

Figure 11 Activate via Local Menu
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Warning

We highly recommend you to create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, numbersna special characters) in order to increase the security of your product.
And we recommend you change your password regularly, especially in the high security system,
changing the password monthly or weekly can better protect your product.

2. Enter the pssword to activate the IP cameras.
3. Optional: ChecExport GUIDSecurity Question Configuratigror Reserved Enail Settings
4. ClickOK

E@Note

After the device is activated, you should properly keep the password.
You can duplicate the password to the IP cameras that are connected with default protocol.
The available password resetting functions may vary according to different models.

What to do next

When you have enableixport GUIDcontinue to export the GUID file to the USB flash driver
for the future password resetting.
When you have enableSecurity Question Configuratigrcontinue to set the security questions
for the future password resetting.

When you have enable@eservedemail Settings continue to set the reserved email for the
future password resetting.

1.1.3 Activate via SADP

SADP software is used for detecting the online device, activating the device, and resetting its
password.

Before You Start

Get the SADP softwafeom the supplied disk or the official website, and install the SADP
according to the prompts.

Steps

1. Connect your video recorder power supply to an electrical outlet and turn on it.
2. Run the SADP software to search the online recorders.
3. Check theecorder status from the device list, and select the inactive recorder.
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9 Refresh 1 Activate the Device

olo « | Device Type | Status. | 1Pv4 Address | Port | Software Version | IPv4 Gateway | HTTP Port | Device Serial No.

N/A ﬂ
N/A

jevice is not activated
N,

v

v 007 Inactive 192.168.1.64

You can modify the network parameters after

the device activation.

“Selett'inactive devicé.™

Input and confirm
password.

Figure 12 Activate via SADP
4. Create and input the new password in the password field, and confirm the password.

"lilNote

We highly recommend you to create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, numbers, and special characters) in order to inctbassecurity of your product.

And we recommend you change your password regularly, especially in the high security system,
changing the password monthly or weekly can better protect your product.

5. ClickActivate.

1.1.4 Activate via Client Software

Theclient software is versatile video management software for multiple kinds of devices.

Before You Start

Get the client software from the supplied disk or the official website, and install the software
according to the prompts.

Steps

1. Run the client sbfvare and the control panel of the software pops up, as shown below.
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File System View Tool Help ‘ iVMS-4200 admn @ & gh 145208 & - B x

—
H=  Control Panel

Operation and Control

g, deleting, and basic

¥R Remote Playback
‘3 Seal record files and
— playbac

Maintenance and Management

m Event Management

iration of alarm, abnormal
s and linkage actions of the

System Ci
nd backup local and Config
o

ng schedule and

al parameters

Figure 13 Control Panel
2. ClickDevice Managemento enter the Device Management interface, as shown below.
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File System View Tool Help ‘ iVMS-4200 admin @@ &F B 162504 &4 - B x
B=  Control Panel (2 Device Management
Organization Device for Management (0}
_ Add Device Modify Delete Remote C... VCAAlloca Activate Refresh All Filter
Add New Device Type Mickname =« |IP Device Serial No. Security Net Status HDD Statu
Online Device (3) Refresh Every 155
Add to Client Add All Modify Metinfo Reset Password Activate Filter
IP Device Type Firmware Version ¥ | Security Server Port | Starttime Ac
192.168.1.64 HH-0000C0OOON Vb uild xooooo Inactive 8000 2015-03-20 16:13:47 N
Encoding device: 10.16.1.222 OGX0OCXX Vx.x.xbuild xxcoo Active 8000 2015-03-20 10:27°51 Ne ™
DVR/DVS/INVR/IPCIPDAVMS-4200
PCNVRIiVMS-4200 EncodeCard 192.0.0.64 HX-XHXK-XXX Waxbuild xooooo Active 8000 2015-03-20 07:53:.43 Ne .
server R

@. L5 B s Motion Detection Alarm

Figure 14 Device Management Interface

3. Check the recorder status frattme device list, and select an inactive recorder.
4. ClickActivateto pop up the Activation interface.
5. Create a password and input the password in the password field, and confirm the password.

“lilNote

We highly recommend you to create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, numbers, and special characters) in order to inctbassecurity of your product.

And we recommend you change your password regularly, especially in the high security system,
changing the password monthly or weekly can better protect your product.
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User Mame: admin
Password: Iy
Strong
Valid password range [8-16]. You can
use a combination of numbers,
lowercase, uppercase and special
character for your password with at least
two kinds of them contained.
Confirm Mew Password: uuuu|
Ok Cancel

Figure 15 Activation

6. ClickOKto start activation.
7. ClickModify Netinfo to pop up the Network Parameter Modification interface, as shown below.

Modify Network Parameter ®

MAC Address: 20200 XK -0 XX Copy

Software Version: Wixbuild soooxx Copy

Device Serial No.: KH-X0COOO0OOOOOOOOOOOCAOOOOROOOCCN Copy
DHCP

Paort: 2000

v IPvd(Enable)

IP address: 192.168.1.64

Subnet Mask: 255.255.255.0

Gateway: 192.168.1.1
IPvB(Disable)

Password:

OK Cancel

Figure 16 Modify Network Parameters

8. Change the recorder IP address to the same subnet with your computer.
Modify the IP address manually.ChdekableDHCP
9. Input the password to activate your IP address modification.

1.1.5 Activate via Web Browser

You can get access to the recorder via web browser. You may use one of the following listed web
browsers: Internet Explorer 6.0 and above, Apple Safaogilld Firefox, and Google Chrome. The




Digital Video Recorder User Manual

supported resolutions include 1024*768 and above.

Before You Start

Ensure you are on the same network segment with your device.
Steps

1. Enter the IP address in web browser, and then pEsger.

User Name admin

Password sesssnenens ]
Strong

Confirm TTITYTITIIY]

Figure 17 WebBrowser Activation
2. Set the password for the admin user account.

lilNote

We highly recommend you to create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case |ktvess,

case letters, numbers, and special characters) in order to increase the security of your product.
And we recommend you change your password regularly, especially in the high security system,
changing the password monthly or weekly can better proiemir product.

3. ClickOK

4. Optional: Set the security questions, password recovery email, or export GUID file for password
resetting in the future.
5. ClickOK

6. Install the plugn before viewing the live video and managing the device. You maytbalese
the web browser to finish the installation of the phig

1.2 Configure TCP/IP

TCP/IP must be properly configured before operating your device over a network. Both IPv4 and
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IPv6 are available.

Steps
1. Go toSystempNetwork ThTCP/IP

Working Mode Net Fault-Tolerance
IPv4

Enable DHCP

IPv4 Address

IPv4 Subnet Mask Preferred DNS Server

IPv4 Default Gateway Alternate DNS Server
MAC Address
MTU(Bytes) 1500  MTU is less than 1280, IPv6 related functions will be unavailable
Main NIC LAN1 =

Figurel-8 TCP/IP Settings
2. SelecWorking ModeasNet-Fault Tolerancer Multi-Address Mode

Net-Fault Tolerance

The two NIC cards use the same IP address, and you can select the main NIC to LAN1 or LAN2.
In this way, in case of one NIC card failure, the device will automatically enable another
standby NIC card so as to ensure the normal running of the system.

Multi -Address Mode

The parameters of the two NIC cards can be configured independently. You can select LAN1
or LAN2 under Select NIC for parameter settings. Select one NIC card as the default route.
When the system connects with the extranet, the data will mevirded through the default
route.

3. ClickPv4or IPv6as you required.

4. Optional: Checknable DHC® obtain IP settings automatically if a DHCP server is available on

the network.
5. Set related parameters.
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E@Note

Valid MTU value range is from 5091500.

6. ClickApply.

1.3 Configure HDD

Ensure the video recorder storage media is well. You can install at least one HDD and initialize it,
or create a RAID and initialize it.

1.4 Configure Signal Input

You can configure the analog and IP signal ityjes, disabling one analog channel can add one
IP channel.

Steps

1. Go toCameralhCamera bAnalog
Channel OHDICVBS QP
Al .
A2 .
A3 o
Ad .

Figure 19 Signal Input Type
2. Select signal input type &/CVBr IPfor each channel.
HD/CVBS

Four types of analog signal inputs including Turbo HD, AHD, HDCVI, and CVBS can be
connected randomly for the channel.

IP

Network camera can be connected for the channel.
3. ClickApply. You can view the maximum network camera accessible numbéaxn IPCamera
Number.

1.5 Configure Enhanced IP Mode

Enabling enhanced IP mode will allow you to connect to the maximum number of cameras, but
disable 2K/4K output resolution, and make perimeter protection, human or vehicle detection of
motion detection, faciatletection and face picture comparison functions unavailable in analog
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channel.

E@Note

This function is only available for certain models.

Go toSystembhGeneral and checlEnhanced IP Mode

1.6 Connect PoC Camera

The devices of /P series can detect the connected PoC cameras automatically, manage the power
consumption via the coaxial communication, and provide power to the cameras via coaxitron.

Before You Start

Ensure your device supports PoC (Power over CoaXitameras connection.
Connect the PoC camera to the DVR.

Steps

1. Go toMenu 'hCameralhPoC Status

2. Turn on the PoC for the channel(s) as your desire.

3. Check the status of connected PoC camera.
If the power consumption of the DVR is lower than thbA& camera, when AF or AT camera
Ad O2yySOGSRY GKSNB Aad y2 @GARS2 FyR daLyadzF¥
image.
If the power consumption of the DVR is higher than that of the AF camera and lower than
that of the AT camera, when AFgara is connected, it is powered on normally; when AT
camera is connected, it is powered on and then powered off, and there is no video and
GLYaAdzZFFAOASY (O t26SNI F2NIt2/ ¢ Aa 20SNIFAR 2y
If the power consumption of the DVR is higher thiaat of the AT camera, when AF or AT
camera is connected, it is powered on normally.

4. Check the connected AF or AT camera number and the connectable camera number.

10
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Channel ‘On Off Status

Al . -

A2

A4

) PoC AF camera(s) and 1 PoC AT camera(s) has been connected, 3 PoC AF camera(s) or 3 PoC AT camera(s) can be

added

Figure 210 PoC Status

E@Note

Only Hikvision PoC camera is supported.
The maximum conneable AT/AF camera number varies with different models.

Warning

Please turn off the PoC function if the camera does not support PoC, or the camera is not
produced by Hikvision. Otherwise, it may result in permanent damage to the camera or DVR.

1.7 AddNetwork Camera

Before you can get live video or record the video files, you must add the network cameras to the
connection list of the device.

Before You Start

Ensure the network connection is valid and correct and the IP camera to add has been activated.

Steps

1. Click®— on the main menu bar.
2. ClickCustom Addab on the title bar.

11
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Add IP Camera (Custom) X
IP Camera Address 110.110.1.11
Protocol ONVIF -
Management Port 80
Transfer Protocol Auto v
User Name admin
Password ~ TTTTTT

Continue to Add “

Figure 111 Add IP Camera

3. Enter IP address, protocol, management port, and other IP camera information to add.
4. Enter the login user name and password of thedera.

5. ClickAddto finish the adding of the IP camera.

6. Optional: ClickContinue to Addo continue to add additional IP cameras.

1.7.1 Add Automatically Searched Online Network Camera

Steps

1. Clicks_J on the main menu.

2. ClickNumber of Unadded @line Deviceat the bottom.

3. Select the automatically searched online network cameras.

4. ClickAddto add the camera which has the same login password with the video recorder.

1 e

—|— Add O Refresh ,Q Activate Enter a keyword.

L] No. Status Security IP Address Edit Device Model Protocol Management ...

] 1 & Active | EIEEE § j— | 8000

Figure 112 Add Automatically Searched Online Network Camera

12
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E@Note

If the network camera to add has not been activated, you can activate it in the network camera
list of camera management interface.

1.7.2 Add Network Camera Manually
Before you view live video or record video files, you must add network cameras to the device.

Before You Start
Ensure the network connection is valid and correct, and the network camera is activated.

Steps

1. Click®_2 on the main menu.

2. ClicikCustom Add
3. Set the parameters. For examplle,Camera Addres®rotocol etc.

E@Note

Management port ranges from 1 to 65535.

13
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Add IP Camera (Custom)

Stat...  Security 1P Address Device Model

IP Camera Address

Protocol HIKVISION
Management Port 8000
Transfer Protocol Auto

User Name admin

Password
Use Channel Defaul...
Use Default Port

Verify Cerlificate

Figure 313 Add Network Camera

4. Optional: Checkise Channel Default Passwortd use the default password to add the camera.
5. Optional: Checldse Default Porto use the default management port to add the cara. For
SDK service, the default port value is 8000. For enhanced SDK service, the default value is 8443.

[ENote

The function is only available when you use HIKVISION protocol.

6. Optional: Chec¥erify Certificateto verify the camera with certificate. The certificate is a form
of identification for the camera that provides more secure camera authentication. It requires to
import the network camera certificate to the device first when you use this function. Failslet
refer to .

[ENote

The enhanced SDK service is only available when you use HIKVISION protocol.

7. ClickAdd.
8. Optional: Checkontinue to Addto add other network cameras.

14
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1.7.3 Add Network Camera via Customized Protocol

For network cameras thatre not using standard protocols, you can configure customized
protocols to add them. The system provides 16 customized protocols.

Steps
1. Go toMore Settingsi'hProtocol

Protocol Management

Custom Protocol Custom Protocol 1 -

Protocol Name Custom 1
Stream Type | Sub Stream
Type RTSP - RTSP -
Transfer Protocol Auto - Auto -
Port 554 554

Path

Example: [Type]:/[IP Address]:[Por]Path]
fsp://192.168.0.1:554/ch1/mainfav_siream

Cancel

Figure 114 Protocol Management
2. Set protocol parameters.
Type

The network carara adopting custom protocol must support getting stream through
standard RTSP.

Path

Contact the manufacturer of network camera for the URL (Uniform Resource Locator) of
getting main stream and suftream.

_lilNote

The protocol type and the transfer protoamiust be supported by the network camera to add.

3. ClickOK

4. ClickCustom Addo add cameras.
5. Set the parameters.

6. ClickOK

15
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1.8 Configure 5 MP Long Distance Transmission

For certain models, you can configure 5 MP long distance transmission.

Steps

1. Go toCameralhCamera bAnalog
2. Click:>: to enter the 5 MP Long Distance Transmission Settings interface.

Analog Al A2 A3 A4 AS AB
AT AB A9 Al10 Al A2

A13 Al4 Al15 A16

OK Cancel

Figure 215 5 MP Long Distance Transmission Settings

3. Select channel(s) to enable 5 MP Long Distance Transmission.
4. ClickOK
5. ClickApply.

1.9 Connect to Platform

1.9.1 Configure HHConnect

Hik-Connect provides mobile phone application and platform service to access and manage your
video recorder, which enables you to get a convenient remote access to the surveillance system.

Steps
1. Go toSystemlpNetwork 'hAdvancedihPlatform Access
2. Checlenableto activate the function. Then the service terms will pop up.

1) EnterVerification Code

2) Scan the QR code to read the service terms and privacy statement.

3) ChecKrhe HikConnect service will require Internet access. Please read Service Terms and
Privacy Statement before enabling the servigeyou agree with the service terms and
privacy statement.

4) ClickOK

16
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E@Note

Hik-Connect is disabled by default.
The verification ade is empty by default. It must contain 6 to 12 letters or numbers, and it is
case sensitive.

3. Optional: Configure following parameters.
CheckCustomand enterServer Addresss your desire.
CheckEnable Stream Encryptigrthen verification code igequired for remote access and
live view.
ChecKrime Syngcand the device will sync time with Honnect instead of NTP server.
4. Bind your device with a H&onnect account.
1) Use a smart phone to scan the QR code, and downloa@Gadtikect app. You caiso
download it fromhttps://appstore.hikvision.com or the QR code below. Refer k-
Connect Mobile Client User Mandiait details.

Figure 116 Download HikConnect
2) Use HilConnect to scan the devi€@R, and bind the device.

E@Note

If the device is already bound with an account, you can tlidkindto unbind with the
current account.

5. ClickApply.

What to do next
You can access your video recorder viaGbknect.

1.9.2 Configure ISUP

SDK idased on Intelligent Security Uplink Protocol (ISUP). It provides APIs, library files, and
commands for the thireparty platform to access devices such as NVRs, speed domes, DVRs,
network cameras, mobile NVRs, mobile devices, decoding devices, etc. Wigndtocol, the
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third-party platform can realize functions like live view, playback,-tvay audio, PTZ control, etc.

Steps

EENote

This function is only available for certain models.

1. Go toSystemlpNetwork 'hAdvancedihPlatform Access
Access Type ISUP
Enable

Server Address

Server Port 7660
Registration Status Offline
Device ID 720251740
Version ISUP5.0

........

Encryption Password

Figure 117 ISUP Settings

2. SelecAccess TypasISUP
3. Checlenable

E@Note

Enabling ISUP will disable other platform access.

4. Set the related parameters.

Server Address
The platform server IP address.

Server Port

The platform server port, ranges from 1024 to 65535. The actual port shall be provided by the
platform.

Device ID
Device ID shall be provided by the platform.

Version
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ISUP protocol version, only V5.0 is available.

Encryption Password

Encryption password required when using ISUP V5.0 version, it provides more secure
communication between the device and platform. Enter it for verification after the device is
registered to the ISUP platform. It cannot be empty, or "ABCDEF".

5. ClickApplyto save the sdings and restart the device.

What to do next
You can see the registration status (online or offline) after the device is restarted.
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Chapter 2 Camera Settings

2.1 Configure Image Parameters

You can customize image parameters, including day/night swaetklight, contrast, and
saturation inCamera bDisplay
Image Settings

Customize the image parameters including brightness, contrast, and saturation.

Exposure
Set the camera exposure time (1/10000 to 1 sec). A larger exposure value results in a brighter
image.

Day/Night Switch

Set the camera to day, night, or auto switch mode according to time or the surrounding
illumination condition. When the light diminishes at night, the camera can switches to night
mode with high quality black and white image.

Backlight

Set the camera's wide dynamic range (0 to 100). When the surrounding illumination and the
object have large differences in brightness, you can set the WDR value to balance the brightness
level of the whole image.

Image Enhancement
For optimizedmage contrast enhancement that reduces noise in video stream.

2.2 Configure OSD

You can configure the OSD (Sareen Display) for the camera, including date/time, camera name,
etc.

Steps

1. Go toCamerahDisplay

2. Select a camera as your desire.

3. Hlit name inCamera Name

4. CheclbDisplay NameDisplay Dateand Display Weeko show the information on the image.
5. Set the date format, time format, and display mode.
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Camera [D2] IPdome
Camera Name IPdome
OSD Settings v
Display Name
f ' Display Date
08-28-2017 Mon 16: 32 : 45 Display Week
Date Format MM-DD-YYYY
Time For... 24-hour
Display M... Non-Transparent & No ~
OSD Font 16x16
Image Settings >
Exposure >
Day/Night Switch >
Backlight >
Image Enhancement >

Apply

Figure 21 OSD Settings

6. Drag the text frame on the preview window to adjust th8D position.
7. ClickApply.

2.3 Configure Privacy Mask

The privacy mask protects personal privacy by concealing parts of the image from kive view or
recording with a masked area.

Steps

1. Go toCamera hPrivacy Mask

2. Select a camera to set privacyska

3. Checlenable

4. Draw a zone on the window. The zone will be marked by different frame colors.
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Camera [D6] Camera 01 v

[“|Enable

08-23-2017 Wed 11:52:49
Clear Area 1

[[] Clear Area 2

[[] Clear Area 3

[[] Clear Area 4

Clear All

Figure 22 Privacy Mask Settings

ClilNote

Up to 4 privacy masks zones can be configured and the size of each area can be adjusted.
You can clear the configured privacy mask zones on the window by clicking the corresponding
clear zone 1 to 4 icons on the right of the window, or ditdar Allto clear all zones.

5. ClickApply.

2.4 Import/Export IP Camera Configuration Files

The IRcamera information, including the IP address, manage port, password of admin, etc., can be
saved in Microsoft Excel format and backed up to the local device. The exported file can be edited
on a PC, including adding or deleting the content, and copyingdtieng to other devices by
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importing the Excel file to it.

Before You Start

When importing the configuration file, connect the storage device that contains the configuration
file to the device.

Steps
1. Go toCamerdblP Camera Import/Export
2. ClicdP Camera Import/Exportand the detected external device contents appear.
3. Export or import the IP camera configuration files.
¢ ClickExportto export the configuration files to the selected local backup device.
¢ To import a configuration file, select the file from the selected backup device and click
Import.

E@Note

After the importing process is completed, you must reboot the device to activate the settings.

2.5 IP Camera Time Sync

The device can automaticallyrashronize the time of connected IP camera after enabling this
function.

Steps

ClilNote

This function is only available for certain models.

1. Go toCamerahCamera hlP Camera

2. Position the cursor on the window of the IP camera and click
3. Checlenable IP Camera Time Sync

4. ClickOK

2.6 Save Camera VCA Data

After saving camera VCA data to your device, you will be able to search the camera VCA data.
Go toStoragel'hAdvancedto enable the function.
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2.7 Upgrade IP Cameras

The IP camera can lbemotely upgraded through the device.

Before You Start

Ensure you have inserted the USB flash drive to the device, and it contains the IP camera upgrade
firmware.

Steps
1. On the camera management interface, select a camera.
2. Go toMore SettingsihUpgrade.
3. Select the firmware upgrade file from the USB flash drive.
4. ClickJpgrade
The IP camera will reboot automatically after the upgrading completes.
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Chapter 3 Live View

Live view displays the video image getting from each camera in real time.

3.1 Start Live View

Click <= on the main menu bar.
Select a window and double click a camera from the channel list to play the live image of the
camera.
Double click a window to view it in singgdereen mode. Double click again to exit sirggecen
mode.
Use he toolbar at the playing window bottom to realize the capture, instant playback, audio
on/off, digital zoom, live view strategy, show information and start/stop recording, etc.
Click [ to start/stop autoswitch. The screen will automatically switch to tiext one.
Move the cursor to a window, and right click your mouse to display the shortcut menu of the
window. The shortcut menu will be different according to the window.

Full Screen

Single Screen 3

Window Division »
Previous Screen
Next Screen

Start Auto-swilch

Add IP Camera

Figure 31 Shortcut Menu

3.1.1 Configure Live View Settings

Live View settings cdme customized. You can configure the output interface, dwell time for
screen to be shown, mute or turning on the audio, the screen number for each channel, etc.
Steps

1. Go toSystemlpLive View hGeneral
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Video Output Interface VGAHDMI - Event Qutput VGAHDMI
Live View Mode 272 > Full Screen Monitoring Dwell Time 10s

Dwell Time 5s

Enable Audio Output

Volume 1 - 5

Apply

Figure 32 Live ViewGeneral
2. Configure thédive view parameters.
Video Output Interface
Select the video output to configure.
Live View Mode
Select the display mode for Live View, e.g., 2*2, 1*5, etc.
Dwell Time

The time in seconds to wait between switching of cameras when usingsawitoh in live
View.

Enable Audio Output

Enable/disable audio output for the selected video output.
Volume

Adjust the Live View volume, playback and tway audio for the selected output interface.
Event Output

Select the output to show event video.

Full Screen Monitoring Dwell Time

Set the time in seconds to show alarm event screen.
3. ClickOK

3.1.2 Configure Autegwitch of Cameras

You can set the autswitch of cameras to play in different display modes.

Steps
1. Go toSystemlpLive ViewhGeneal.
2. SetVideo Output InterfaceLive View Mode andDwell Time
Video Output Interface
Select the video output interface.
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Live View Mode
Select the display mode for live view, e.g., 2*2, 1*5, etc.

Dwell Time

The time in seconds to dwell between swviiteg of cameras when enabling atswitch. The
range is from 5s to 300s.

3. Go toView Settingdo set the view layout.

4. ClickOKto save the settings.

3.1.3 Configure Live View Layout

Live view displays the video image getting from each camera inineal t

Configure Custom Live View Layout

Steps

1. Go toSystemlpLive ViewhView.

2. Clickset Custom Layout

3. Click — on the Custom Layout Configuration interface.
4. Edit the layout name.

5. Select a window division mode from the toolbar.

Custom Layout Configuration

4 \ H HER EE 2
Custom Layout 1 1 2 3

Cuslom Layout 2

Figure 33 Configure Live View Layout
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6. Select multiple windows and clidiz) to joint the windows. The selected windows must be in
rectangle area.

7. ClickSave
The successfully configured layout is displayed in the list.

8. Optional: Select a live view layout frahe list and click[/ to edit the name, or click < to
delete the name.

Configure Live View Mode

Steps

1. Go toSystemlpLive ViewhView.

2. Select the video output interface.

3. Select a layout or custom layout from the toolbar.

4. Select a division winelg and doubleclick on a camera in the list to link the camera to the
window.

E@Note

You can also clieknd-drag the camera to the desired window on the Live View interface to
set the camera order.
You can enter the number in the text field to quickBarch the camera from the list.

5. ClickApply.
6. Optional: ClickZ: to start live view for all channels, or clicZ; to stop all live view channels.

3.1.4 Configure Channé&ero Encoding

Enable the channelero encoding when you need to get a remetew of many channels in real
time from a web browser or CMS (Client Management System) software, in order to decrease the
bandwidth requirement without affecting the image quality.

Steps

1. Go toSystemibLive ViewbChannelZera
2. Checlenable ChanneZero Encoding
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Enable Channel-Zero Encoding

Frame Rate Full Frame

Max. Bitrate Mode General

Max. Bitrate(Kbps) 1792 -
Apply

Figure 34 ChannelZero Encoding
3. Configurécrame RateMax. Bitrate Mode andMax. Bitrate.

EENote

The higher frame rate and bitrate require the higher bandwidth.

4. ClickApply.
You can view all the channels on one screen via CM&mbrowser.

3.1.5 Use an Auxiliary Monitor

Certain features of the Live View are also available while in an Aux monitor. Features include:

Single Screen

Switch to a full screen display of the selected camera. Camera can be selected from a dropdown
list.

Multi -screen

Switch between different display layout options. Layout options can be selected from a
dropdown list.

Next Screen

When displaying less than the maximum number of cameras in Live View, clicking this feature
will switch to the next set of didays.

Playback

Enter into Playback mode.
PTZ Control

Enter PTZ Control mode.
Main Monitor

Enter Main operation mode.

29



Digital Video Recorder User Manual

E@Note

In the live view mode of the main output monitor, the menu operation is not available while Aux
output mode is enabled.

3.2 Digial Zoom

Digital Zoom zooms into the live image in different magnifications (1x to 16x).

Steps
1. Start live view.
2. Click @ from the toolbar.

3. Move the sliding bar or scroll the mouse wheel to zoom in/out the image to different
magnifications (1x td 6x).

mim

e UL
-y
3 ”

Figure 35 Digital Zoom

3.3 Live View Strategy

Steps

1. In the live view mode, click- to enter the digital zoom operation interface in full screen
mode.
2. Select the live view strategy Realtime, Balancedor Fluency
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3.4 3D Positioning

3D Pogioning zooms in/out a specific live image area.
Steps

E@Note

This function is only available for certain models.

1. Start live view, and clic@j.
2. Zoom in/out the image.
¢ Zoom in: Click on the desired position in the video image and drag a rectaeglén the
lower right direction to zoom in.
¢ Zoom out: Drag a rectangle area in the upper left direction to move the position to the center
and enable the rectangle area to zoom out.

3.5 Facial Recognition

You can enter facial recognition interface towiseaktime facial recognition and stranger
recognition results.

Before You Start

Ensure you have configured facial detection and face picture comparison function, réfecdo
Picture Comparisofor details.

Steps

E@Note

This function is only available for certain models

1. Go to live view interface, and cli@ in toolbar.

2. Click[d, [, or to set window division.

3. Select a window as you desired.

4. Double click a camera from the camera list on the left bottom.
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Facial Recognition 8 16 0 16 7 18-02-2019 Mon R &=

Compare fail... @ |

IPCamera 03

17.07:31

2 Compare fail... @ Compare fail... @
2 2 .
3 IPCamera 03 ] IPCamera 03
IPCamera 03 [, = -
17:07:26 - 17:07:24

Figure 36 Facial Recognition

5. ClickRecordgo view the realtime facial recognition records of selected camera. The records
will also be shown in the window on the right. You can view the facial detection number at the
top, including the total numbeisucceeded number and failed number.

6. Optional: For the unregistered face picture, you can double click it in records list, and add it to
face picture library.

[ENote

For guest and operator user, it requires Local Parameters Settings permission to add
unregistered face picture to face picture library.
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Record Delails

Compare failed 0

IPCamera 03
10:39:39

10:39:39
10:39:37

10:39:36 4
A Pi

10:39:34
10:39:34
10:39:32
10:39:31

10:39:27

Figure 37 Add Unregistered Face Picture

7. Optional: Clickheckin to view face picture library cheedh record, including otal No,
Checked Irand Unchecked In
8. Optional: Click& on the upper right corner to configure the display settings as you desired.

Figure 38 Facial Recognition Display Settings

9. Optional: Click on the upper right corner to search and export record.
1) Set the search parameters as you desired.
2) ClickSearch
3) Clickexport Attendance Recordr Export Checkn Record

E@Note

Ensure you have inserted USB flash drive before export.
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